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The Crime of Hacking and its Impact on the Electronic Network
under Palestinian Law

Abstract

Hacking is a modern cybercrime that has emerged with the rapid technological advancements. It involves unauthorized
access to data and confidential information through computers and networks. It is carried out by skilled individuals known
as cybercriminals. Ibs important to note that hacking itself is considered a crime, regardless of whether any criminal activity
is committed. Cybercrimes have the characteristic of being difficult to detect. Such crimes are non-violent and do not leave
any physical evidence, which is why they are referred to as «clean crimes.» They are considered non-national crimes as they
do not require any effort to move from one country or place to another. The researcher’s findings indicate that the crime of
unauthorized access requires the usens knowledge of their unauthorized entry. If the user becomes aware of the unauthorized
entry and continues to stay in the network or system, the crime occurs from the moment they become aware of the unauthorized
entry, as long as they continue to stay. However, if the user enters and later becomes aware of the unauthorized entry and exits
the system, the crime does not apply to them. The researcher also concluded that if a user has permission and authorization
to access and view information, but exceeds the granted access or stays longer than the specified duration with knowledge
of that, the crime is established. The purpose of this is to provide protection for networks and stored information systems.

Keywords: Penetration, Cybercrimes, Electronic Network.
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